
 

 

 

March 4, 2015  

This communication is designed to provide quick snapshots and timely perspective on recent regulatory developments.  

Transaction Monitoring: How to effectively detect suspicious activity through model validation. 

 
Background  

Many terrorist activities that occur under the radar of financial institutions today go undetected.  This usually occurs 

when organizations do not have the proper transaction monitoring methods in place. As a US Financial Institution, 

these monitoring practices are critical because you are legally responsible for reporting suspicious activity under 

the Bank Secrecy Act (BSA) and/or the USA PATRIOT ACT. 

 
 
The goal of Filing Suspicious Activity Reports is to aid in combating terrorism and money laundering by disrupting the 

monetary flow used to fund these activities. To accomplish this task, most institutions utilize transaction monitoring 

software to detect and report suspicious activity. The Federal Reserve and Office of the Comptroller of Currency 

(OCC) issued Bulletin 2011 – 12 on Model Risk Management which applies to Anti-Money Laundering (AML) / Bank 

Secrecy Act (BSA), and Office of Foreign Assets Control (OFAC) monitoring models.  

In this newsletter, we provide guidance based on our experience and proven best practices for implementing, 
testing and maintaining transaction monitoring software to ensure that the system effectively detects suspicious 
activity. 
 
 

What’s required by the Federal Reserve and the OCC? 

During regulatory exams, the Federal Reserve and the OCC are requiring institutions to perform an independent model 
validation of their transaction monitoring software to verify the accuracy and completeness of model data and to 
ensure the model is performing to expectations. Based on our experience with model validations, the time to tune and 
validate your model is now. A validation and tuning process can detect issues with data transfer, model calculations, 
parameter settings, risk scores, and aid in developing a more effective monitoring system.  
 
 

Our recommendations for implementing an effective monitoring program  

Transaction monitoring software implementation is the first step in enhancing your suspicious activity monitoring 

program.  But how will you assess that the data from your core processing system is transferred completely and 

accurately into your monitoring system? Are the initial algorithms you’ve selected appropriate or are they generating 

excessive false positives, making the use of the monitoring system ineffective? Are you missing important data that 

would aid in your investigations and risk scoring of your customers? 

What follows are some basic steps Experis typically recommends during our validation process to ensure an effective 

AML BSA monitoring system.   

Tuning your model:  

 Core Balancing Reconciliation – Perform a daily reconciliation of the data transferred from the core to the 
monitoring system to identify any out-of-balance situations on a timely basis. 
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Tuning your model (continued): 

 Transaction Code Mapping – Prepare a list of Transaction Codes with descriptions utilized by your core 
processing system; then compare this list to the Transaction Code list utilized by your AML BSA monitoring 
system.  Identify any discrepancies in descriptions or codes not mapped or specifically excluded from the 
monitoring system. If codes have been excluded, be sure to document management’s reasoning regarding the 
exclusion. 

 Transaction Code Changes – Establish a documented approval process for changes or additions to 
Transaction Codes, which includes the AML BSA Officer, to ensure changes are input into the monitoring 
software prior to going live. 

 Rules/Alerts/Worklists and Risk Scoring Modules – Map rules and risk scores to your AML BSA and OFAC 
Risk Assessments to verify assigned scores and ensure that rules agree with areas identified as higher risk 
within your risk assessments. 

 OFAC – Verify OFAC countries are included and properly risk scored.  Review filtering criteria or “fuzzy logic” 
used to detect potential matches. 

 

Validating your model: 

 Independent Model Validation – Perform or obtain an independent model validation to validate the integrity of 
your data and ensure that the model is operating as designed and intended by management. The joint 
guidance on model validation indicates that “Banks should conduct a periodic review -- at least annually but 
more frequently if warranted -- of each model to determine whether it is working as intended and if the existing 
validation activities are sufficient.” The validation needs to be independent and can be performed internally by 
a knowledgeable person or a third party. Furthermore, if have you upgraded your core systems, then you most 
likely need to re-validate your transaction monitoring system. 

At Experis, we generally perform our validations as a two-step process.  First, we provide tuning recommendations and 
allow those changes to take effect and then we perform a full model validation.   
 
 

How Experis Finance can help 

Experis Finance offers independent model validation services for many model types including transaction monitoring 

software.  Our model validation process includes data validation, Transaction Code mapping, model calculations, and 

risk scoring review, as well as tuning recommendations. The validation process is performed utilizing a unique two- 

phase approach which reduces the potential for a secondary validation should it become necessary to make changes 

to your system based on validation recommendations.  

To learn more about our industry best practices or how Experis can assist you with the validation process, contact us 

at knowledge@experis.com or visit Experis Finance.  
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