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This communication is designed to provide you with quick snapshots and timely perspectives on recent regulatory developments.  

 

The Fifth Pillar of an Anti-Money Laundering / Bank Secrecy Act Program 
(AML/BSA) – Are You Ready? 

Background  

On May 11, 2016 the Department of Treasury Financial Crimes Enforcement Network (FinCEN) issued the Customer 
Due Diligence (CDD) Requirements for Financial Institutions under the Bank Secrecy Act (31 CFR Parts 1010, 1020, 
1023, 1024, and 1026). This final rule is intended to strengthen and clarify CDD requirements as well as, add a new 
requirement to identify and verify the beneficial owners of legal entity customers, subject to certain exclusions and 
exemptions.1    Covered Financial Institutions, as defined below, must comply with this rule by May 11, 2018. 

Coverage and Overview 

Presently there are four AML/BSA Pillars which make up an effective AML/BSA program: 
 

 Designated Bank Secrecy Act Officer 
 A system of internal controls 
 Training 
 Independent testing 

 
Beginning May 11, 2018, a fifth pillar is required for Covered Financial Institutions - Customer Due Diligence with 
Beneficial Ownership. Covered Financial Institutions under the final rule are defined as:  
 

 Banks 
 Brokers or dealers in securities 
 Mutual funds 
 Futures commission merchants and introducing brokers in commodities 

 
As part of the final rule, FinCEN has indicated the core elements required for CDD include: 
 

(1) Customer identification and verification;  
(2) Beneficial ownership identification and verification; 
(3) Understanding the nature and purpose of customer relationships to develop a customer risk profile; and,  
(4) Ongoing monitoring for reporting suspicious transactions and, on a risk-basis, maintaining and updating 

customer information. 

While three of the four core elements described above have been in place for many years, Beneficial Ownership 
identification and verification is a new pillar. As of May 11, 2018 Covered Institutions must obtain and verify the identity 
of Beneficial Owners for legal entity customers at account opening. Beneficial Owners are natural persons (i.e. 
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individuals) who own directly or indirectly 25 percent or more of a legal entity customer and any individual who 
exercises significant control over the legal entity.  Information obtained for Beneficial Owners may be recorded and 
retained on the standard certification form provided in Appendix A of the rule or through other methods provided the 
documented information complies with the rule requirements. The final rule does not include a look back requirement; 
however management should take a risk based approach to determine whether a look back for higher risk customers 
is appropriate. Records related to Beneficial Ownership must be retained for five years after the date the account is 
closed. 
 

Compliance and Risk Management Strategies 

Financial Institutions are currently in various stages of complying with this new rule. With a very short timeframe 
remaining to comply, we recommend the following steps to ensure an effective CDD program: 

If you have already implemented a CDD program applying the beneficial ownership requirements: 

1. Perform internal monitoring and testing (second line of defense) to verify compliance with regulations and your 
program.  Areas to include: 

a) New accounts 
b) Customer risk profiles and scoring 
c) Ongoing due diligence 
d) Suspicious activity monitoring 
e) Trigger events that may require verifying beneficial ownership information 
f) OFAC searches and law enforcement requests 

2. Include monitoring and testing results in reports to senior management so that they may be informed of any 
weaknesses in the program. 

3. Based on monitoring and testing results, consider clarification of written polices or procedures, additional training, 
and/or control enhancements as needed. 
 

If you are in the process of developing a CDD program to include beneficial ownership: 

1. Determine if you are a Covered Financial Institution. 
2. Establish a CDD implementation team which includes areas affected, such as new accounts, BSA department, 

quality reviewers, training, etc. 
3. Develop and document an action plan for the implementation process with anticipated completion dates to ensure 

completion by May 11, 2018. 
4. Determine and document which of your accounts are exempt from the rule, if applicable. 
5. Determine and document which of your current customers are excluded from the definition of legal entity, if 

applicable. 
6. Determine when you will collect and document required information (i.e. account opening and trigger events). 
7. Determine if you will assign a unique beneficial ownership number to each owner and control person to aid in 

easier identification within your database and searchable records/reports. 
8. Determine how you will collect and document beneficial ownership identities utilizing the Appendix A Certification 

Form or another method. Once the format is determined, consider these questions: 
a) Will the form be obtained, electronically or in paper format? 
b) How will the form be retained for record retention purposes, electronic image or hard copy? 



 

c) How will you ensure the electronic image is clear and readable? 
d) How will you secure the data whether electronic or hard copy? 
e) How quickly can the data be retrieved for regulatory exams, law enforcement requests or independent 

compliance audits? 
9. Contact your core data processor vendor to determine how beneficial ownership information can be included at the 

Customer Information File (CIF) level. 
a) Determine if system updates will be completed in time to test whether the updates meet regulatory 

requirements and your needs. 
b) Determine record retention of system data to ensure data is not purged or deleted prior to the regulatory 

retention requirements. 
10. Update your AML/BSA/OFAC Risk Assessment including information on the impact of the CDD rule for new 

account opening, higher risk customers, OFAC, suspicious activity monitoring, ongoing Enhanced Due Diligence, 
trigger events, etc. 

11. Update your institution’s policies and procedures to identify CDD and beneficial ownership requirements as well as 
trigger events that require verification of beneficial ownership. 

12. Develop a second line of defense (internal monitoring) to verify compliance with program requirements in a timely 
manner and detect issues before regulatory exams or compliance audits occur. 

13. Develop a tailored training schedule for each level of the institution with completion prior to implementation of the 
CDD program. 

14. Review and enhance customer risk scoring methodologies and customer risk assessments to include information 
received from beneficial ownership verification. 

15. Review and enhance ongoing customer monitoring programs to include beneficial ownership information. 
16. Determine impact on aggregation for Currency Transaction Reporting. 
17. Determine how to enhance suspicious activity monitoring, investigations and reporting. 
18. Determine and document how the institution will apply OFAC screening for beneficial owners. 

 
Many institutions appear to be waiting for their software vendors to provide a solution. However, if the vendor is unable 
to put something in place in a timely manner, you will need to have a backup plan in order to comply by May 2018.  
Independent audits and regulatory exams will most likely be reviewing your readiness for compliance over the next 
year. 

How Experis can help 

Experis Finance offers industry experience in all aspects of Financial Services, including: 

 Performing objective AML/BSA/OFAC Risk Assessments 

 Assessing the adequacy of your organization’s compliance control environment through performance of 
independent compliance audits 

 Validating transaction and OFAC monitoring systems to validate systems are operating as designed 

 Performing second line monitoring and testing 

 Assisting with remediation efforts 

 Developing internal compliance monitoring to address unique risks 

 Developing and maintaining first-, second- and third-line controls and testing related to AML/BSA/OFAC 



 

Our Financial Crimes Mitigation practice can evaluate your program, provide comprehensive recommendations for 
improvement and help you address those implementing remediation to address those shortfalls. 

Our team of professionals has extensive experience working with clients to address these issues to help them avoid 
costly fines and penalties. If you have any questions about or concerns around your implementation of these steps, 
contact an Experis representative at financialservicesindustry@experis.com or visit our website Experis Finance. 

http://www.experis.us/Clients/Finance.htm

