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This communication is designed to provide you with quick snapshots and timely perspectives on recent regulatory developments. 

What We’re Learning from Fifth Pillar Implementation 

Background 

On May 11, 2016 the Department of Treasury Financial Crimes Enforcement Network (FinCEN) issued the Customer 
Due Diligence (CDD) Requirements for Financial Institutions under the Bank Secrecy Act (31 CFR Parts 1010, 1020, 
1023, 1024, and 1026). This final rule is intended to strengthen and clarify CDD requirements as well as add a new 
requirement to identify and verify the beneficial owners of legal entity customers. The requirements are subject to 
certain exclusions and exemptions.1 Covered Financial Institutions, as defined below, were required to comply with this 
rule beginning May 11, 2018. 

This update addresses some common challenges relating to implementation and strategies for managing them. 

Post-Implementation Check 

Key to the final CDD rule is a written compliance plan and second line of defense to measure the effectiveness of the 
program. As examiners and auditors review Fifth Pillar components of BSA/AML compliance programs, they will pay 
close attention to the details in program documents. Aligning the institution’s Fifth Pillar program with the BSA/AML 
Policy will help clarify management’s expectations for Fifth Pillar compliance controls and processes, and give greater 
authority to the program document as a guide for employees with Fifth Pillar responsibilities. In preparing for post-
implementation reviews and examinations, consider the following items: 

At a minimum, the institution’s Fifth Pillar program should include the following: 

 Description of compliance program. The program components should be documented and
detailed to include not only what the financial institution (FI) will do to comply in complex
scenarios, but the thought process as to why such decisions were made. Including the “why”
as well as the “how” also facilitates a better understanding of the controls and processes
among staff with Fifth Pillar responsibilities.

 Define what constitutes a new account. Regulatory guidance indicates that loan and CD
renewals are considered new accounts even if the FI has previously not considered them to
be new accounts. In addition, loan modifications and new draws on existing lines of credit are
currently open to interpretation as to whether these constitute a new account. Clearly
document your interpretation and establish procedures to follow your decision.

 Excluded customers. The compliance program should specify whether the FI will apply the
CDD program to customers to which the requirements do not apply, such as trusts. Because
a trust is considered a contractual arrangement and not a legal entity, the final rule does not
generally apply to trusts unless they are statutory trusts.
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 Acceptable Identification. Include descriptions of documentary and non-documentary 
evidence acceptable for verifying the identity of the account owner, beneficial owners and the 
individual with control over the account. Document alternate identification to be utilized when 
state law or the type of identity credential (e.g., military ID) prohibits copying the credential, 
such as the use of non-documentary evidence. 

 Ownership percentage required. Document the ownership percentage being used by the FI 
for application of the final rule. Most U.S. banks are complying with the required 25% 
ownership level, while others have elected to operate with the international norm of 10%. 

 Customer risk profile. Document the customer risk profile methodology and how the collected 
information will be used to prepare the initial risk profile as required by the final rule. 

 Monitoring procedures. Include ongoing monitoring procedures and define triggering events 
for updating records to prevent stale customer risk profiles. 

 Refusal by customer to provide information. An exit strategy should be documented in the 
event a customer refuses to provide the required information, including determining whether 
a Suspicious Activity Report should be filed. 

 Control the messaging. Pre-defined scripts can be a useful tool for customer-facing 
employees. 

 
Second line of defense monitoring, whether performed by a compliance function or embedded within the first line of 
defense, verifies compliance with the regulatory requirements and the institution’s program. Consider using the results 
from monitoring to develop or enhance internal training and job aids. Specific examples of transactions, accounts and 
customer types familiar to front line employees can be helpful to connect controls and processes to the requirements in 
terms those employees readily understand. Staff who conduct monitoring could provide ongoing assistance to front 
line staff as well, maintaining an ad hoc or temporary program help desk to deal with unforeseen questions or glitches. 

In addition, as monitoring and other detective controls identify potential program weaknesses or occasions of non-
compliance, verify that third line of defense reviews include testing for remediation of those concerns. During the first 
few months following initial implementation of the program, consider conducting an internal audit, including: 

 As assessment of the programs alignment with the recently released examination procedures 
 An evaluation of the communication channels among the three lines of defense for sharing 

feedback regarding control design effectiveness, program sustainability, and recommended 
or necessary adjustments to processes or controls 

 Verification of Board and management reporting, particularly relating to any obstacles and 
program revisions to address the obstacles 

 Confirmation that Customer Identification Program (CIP) notices to customers have been 
updated to address the additional final rule requirements. 

 
Finally, the CDD final rule should be aligned with your overall CIP and be risk based. Regulators have recently 
indicated they will not use a “zero tolerance” standard during the first cycle of post-implementation exams. Still, if 
examiners or auditors disagree with an interpretation you used to establish your program, processes, or controls, 
having your approach well documented—including the thought process and reasons for adopting the methodology you 
use for mitigating Fifth Pillar risk—can lead to a more positive resolution. Regulators will, however, pay attention to the 
intersections between Fifth Pillar rules and other regulations. For example, if staff are requesting credit reports or 
“early warning” reports on beneficial owners, regulators will look for express permission in account files. Understanding 



 

other regulations that might prohibit certain practices will help manage compliance risk in other areas while Fifth Pillar 
controls and processes are designed, implemented, and adjusted over time. 

Our Financial Crimes Mitigation professionals can evaluate your program, provide comprehensive recommendations 
for improvement and help you implement remediation to address those shortfalls. 

Our professionals have extensive experience working with clients to address these issues to help them avoid costly 
fines and penalties. If you have any questions or concerns about your implementation of these steps, contact an 
Experis representative at financialservicesindustry@experis.com or visit our website Experis Finance. 

http://www.experis.us/finance

