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This communication is designed to provide you with quick snapshots and timely perspectives on recent regulatory developments.  

 

Do Your Three Lines of Defense Look Like a Hat Rack? Managing Compliance 
Risk in Community Institutions 

Background 

Banking regulators have embraced a shift in supervision toward focusing on the risk of consumer harm in addition to 
the numerous regulatory changes of the previous 18 months. While financial services organizations of all sizes 
continue to seek value in controls and processes across the three lines of defense, community banks are especially 
challenged to find the right balance between effective compliance risk management and the critical efficiency 
necessary to keep compliance controls and processes (and their institutions) sustainable. The third line of defense – 
compliance internal audit – is the easy part. Boards of directors and executive management understand that the 
function must be independent of the business activities under audit, and that objectivity is both necessary and 
desirable in the third line of defense. 

More difficult is the balance between the first and second lines, and the common practice of designating a Compliance 
Officer who has other responsibilities. Whether those responsibilities relate to Compliance (e.g., Community 
Reinvestment Act Officer, BSA Officer, Vendor Risk Manager, etc.) or business activities, community Bank 
Compliance Officers often juggle multiple responsibilities and frequently reach for the light switch in the office on Friday 
evenings wondering where the week went. Knowing they are in good company can ease some of the stress and 
anxiety, but commiserating does little to address the problem. As a result, community banks are becoming more and 
more creative about how to manage compliance risk effectively in the first and second lines of defense. 

Compliance Risk Assessment: The Best Place to Start 

Institutions that routinely conduct compliance risk assessments have learned the value of the process, which is not 
limited to having a document to satisfy regulators and auditors. Rather, the greater value is in evaluating where 
compliance controls are effective and where they need enhancement. Having a current view of automated and manual 
controls and processes gives Compliance Officers and management a much better idea of where efficiencies can be 
gained or maximized, and what types of action can and should be taken to address high risk areas. 

For example, the Compliance Officer might be wasting time reviewing funds availability hold notices if the notices are 
consistently completed correctly and provided timely (due in large part to an existing internal review in a business line 
like Deposit Operations or Branch Operations). Verifying and documenting existing reviews during the compliance risk 
assessment process accomplishes four important tasks. First, it gives credit where credit is due in the form of a lower 
risk rating for the regulation and covered business activity. Second, it gives the Compliance Officer the confidence 
necessary to either perform the compliance monitoring review less frequently or defer it entirely to Internal Audit. And 
third, it frees the Compliance Officer’s time for higher risk areas where effective monitoring is either being developed or 
has not yet been practiced. Finally, accounting for effective internal reviews in the compliance risk assessment gives 
an organization a great opportunity to leverage the success to develop or enhance internal monitoring reviews in other 
areas. 
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Compliance Monitoring: Who’s Responsible? 

The best answer to the question of who is responsible for compliance risk is, of course, everyone. With very few 
exceptions, if the responsibility for conducting compliance monitoring resides strictly with the Compliance Officer, 
violations of law or policy are identified too late to avoid systemic or widespread issues. This is particularly true of 
those violations involving consumer protection regulations. The following are hallmarks of an effective compliance 
monitoring function: 

Program Characteristic What it Looks Like 

Responsive Monitoring processes are re-evaluated periodically to adjust for 
regulatory, business, process, or material staffing changes. 

Informative and informed Monitoring testing results in written communication to management 
and the Board so that necessary business or staffing changes can 
be made, and those changes result in adjustments to monitoring 
activities to gain efficiencies. 

Balanced Monitoring is agile enough to address changes, but agility does not 
compromise formality. That is, monitoring activities do not hold 
slavishly to historical practices (“we’ve always done it this way”), but 
does include reporting and issue tracking, even if just to the 
Compliance Officer. 

Staffed by experts People who understand how the business process works AND 
recognize the compliance risks associated with the business activity 
are responsible for conducting the testing, and they receive timely 
and comprehensive compliance training to keep them up to date on 
requirements. 

 

The Bottom Line 

It’s no accident that the program characteristics in the chart above form a handy acronym: RIBS. This is both 
intentional and poetic. Just as the ribs of a human body have an important role in shaping its form, these program 
characteristics can give an organization’s three lines of defense form by aligning business activities, monitoring 
activities, and Internal Audit efforts. The stronger the RIBS, the stronger and more effective the compliance monitoring 
program (and the less stressed the Compliance Officer as a result). And just as the ribs of a human body protect more 
delicate organs within, a strong and effective compliance monitoring program can provide a great defense against a 
community bank’s bottom line losses due to expensive issue remediation, enforcement actions, and lost business 
following a negative reputational event. 

Community Bank directors and executive managers have come to understand that managing compliance risk is a 
matter involving the entire organization. But understanding the broader benefits of effectively managing compliance 
risk can be a tougher sell, especially if the Compliance Officer cannot articulate in real and tangible terms how a solid 



 

second line of defense actually increases efficiencies, empowers business line staff and management in their 
compliance risk management efforts, and gives reasonable, reliable and actionable information to improve Internal 
Audit effectiveness. Regulators have expectations for Compliance Risk Assessments, Compliance Monitoring 
Programs, and alignment among each institution’s three lines of defense, but community banks are uniquely 
positioned to internalize those expectations in a way that gives them a competitive edge in managing compliance risk. 

How Experis Finance can help 

Experis Finance offers industry experience in all aspects of Financial Services, including: 

 Performing objective assessments of compliance risk management practices 

 Assessing the adequacy of your organization’s compliance control environment 

 Developing internal compliance monitoring and audit programs to address unique risks 

 Developing and maintaining first-, second- and third-line of defense controls and testing related to compliance 

Our Risk Advisory Services practice can evaluate your compliance management program, provide comprehensive 
recommendations for improvement and help you address those recommendations. 

Our team of professionals has extensive experience working with clients to address these issues to help them avoid 
costly fines and penalties. If you have any questions about or concerns around your implementation of these steps, 
contact an Experis representative at financialservicesindustry@experis.com or visit our website Experis Finance. 

https://www.experis.us/finance

